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IMonoxenne
110 OPraHH3aIMN H NPOBEAeHNI0 PaboT 1o oGecneyennIo 6e30MacHOCTH 3QIHINAEMOH
uH(oOpMALMH, He COAepIKamIeli CBeJeHHUs, COCTAB/IAIONIHNE rOCYAapCTBEHHYI0 TaiiHy, NpH eé
- 00paboTKe B HHPOPMAIHOHHBIX CHCTEMAX Oprana

1.06mue mos10:KeHus

1.1 Hacrosimee TTooeHre O OPraHU3alyiy U IPOBEASHHIO paboT M0 06ecneueH 0 0e30macHOCTH
3auMInaeMoii HHGOpMaLKK, He COAEpKallel CBEJCHHS, COCTAB/AIOLINE rOCy1apCTBCHHYIO TaliHy,
npu eé o6paboTke B MHPOPMALMOHHBIX CHCTEMaX OpraHa (manee — Ilonoxenue) pa3paboTaHo B
cootercTBud ¢ DenepansHbiM 3akoHOM 0T 27 mons 2006 r. Ne149-®3 — «O6 unHpOpMaLKH,
nH(OPMALHOHHBIX TEXHOJIOTHSAX H O 3aiuTe HHopmaumy, defepantbHbIM 3aKOHOM OT 27 o
2006 r. Ne 152-®3 «O nepcoHATBHBIX JAHHBIX», TocTaHoBIeHHeM IIpaBuTenncTBa Poccuiickoit
®enepanuu ot 1 HOsGPs 2012 1. Ne 1119 «O6 yTBepkaeHUH TpeGOBaHHH K 3allUTE MEPCOHATBHBIX
JaHHBIX TpH uMX oOpaGoTke B HMH(QOPMALMOHHBIX CHCTEMax MEpCOHANBHBIX JAHHBIX),
nocranosnennem IlpauTensctsa Poccmiickoit ®@enepaunu ot 21 Mapra 2012 r. Ne21l «O6
YTBep)KICHUH TIEpedHs Mep, HANpaBleHHBIX Ha O0CCEYCHHE BBINONHCHHA 00s13aHHOCTEN,
npeaycMoTpeHHbIX (DesiepanbHBIM 3aKOHOM «O  IEPCOHATBHBIX JAHHBIX» W IPHHATEIMH B
COOTBETCTBMM ¢ HHM HOPMATHBHBIMH IIPaBOBBIMH aKTaMH, OIEPAaTOpamMH, SBIAIOMIMMUCHT
roCyJapCTBEHHBIMH HJIH MYyHHLUIAILHBIMH OpraHamuy, IPHKa3oM DenepanbHOi  CITyXKOBI 110
TEXHAYECKOMY H 9KCTIOPTHOMY KOHTpomo oT 18 despas 2013 r. Ne21 «OG6 yrBepxnenun Cocrasa
H conepikaHusl OpraHHM3alMOHHBIX ¥ TEXHHYECKHX MEp IO obecrieueHuo  6e30MacHOCTH
MepCOHANBHBIX JaHHBIX TP HX 06paboTke B HHPOPMALMOHHBIX CHCTEMAX MEPCOHATLHEIX JAHHBIX),
npukazom DeznepanbHoOil ci1yXKObl [0 TEXHHYECKOMY H SKCIIOPTHOMY xonTpomo ot 11 despans 2013
r. Ne 17 «O6 yrBepxnenun TpeGoBanuii o 3ammure uHbOpPMALMH, HE COCTABISIOMICH
rocyIapCTBEHHYIO TaifHy, COAepIKaLIeiics B roCy 1apCTBEHHBIX HH(pOPMAIIMOHHBIX CHCTEMAX).

1.2. llens paspabortku Hacrosumero IlonoeHHS — YCTAHOBJICHHE TMOPALKA OpraHu3aluud |
npoBezieHus paboT mo obecreyeHnio Ge30macHoCTH samumaeMoll HH(OpPMALKH, HE COIepXKaller
CBEJEHHS, COCTABISIONIME TOCYAApCTBEHHYIO TaiiHy (mamee — 3alluInacMast uHpopManus,
uHpopManus), B HHPOPMAIMOHHBIX cHCTEMaX (naee — IC) BeZOMCTBa Ha BCEX CTamMsAX (dTamax)
cosmanus VIC, B X0/Ie €€ SKCIUTyaTallui ¥ BBIBOJA M3 SKCILTyaTalluH.

1.3. PyKoBOAMTENh BEJOMCTBA HECET MEPCOHANBHYIO OTBETCTBCHHOCTH 33 obecrieueHue
uH(OPMAIIHOHHOH 6€30I1aCHOCTH BEIOMCTBA.

1.4. K sammmaemoii uadopmarmu, obpabateiaemoilt B MC oprana. OTHOCHTCA creyromas
nHpopmanus:



— TIepCOHAIIbHBIC JaHHBIE, COJEpKaIIUuecs B WHPOPMAITMOHHBIX CHCTEMax MEPCOHATBHBIX
JTAHHBIX BEJIOMCTBA:

— uHbopManmsi, HE CcoJep)Kalas CBEICHHS, COCTAaBIIAIONIME TOCYIApCTBEHHYIO TaiHY,
coJieprKamniasics B TOCYAapCTBEHHBIX HHPOPMAITMOHHBIX CUCTEMaX BEIOMCTBA.

2. TepMuHbI 1 onpejieJieHUs!
2.1. B nacrosmem [lonoxenuun ucnosib3yroTces cienyromue tepmunsl 1 HX onpenenenus:

HNudopmanuoHHasi cucTeMa — COBOKYITHOCTh COICPIKAIMXCS B 0a3ax TaHHBIX HH()OpMaITUH
1 o0ecreunBaImX ee 00paboTKy HH(POPMALIMOHHBIX TEXHOJIOTUH M TEXHHUECKUX CPEICTB.

Kondupenunanbnocrs undpopmManmm — o00s3aTeNbHOE IS BBINOJIHEHUS  JIUIIOM,
MOJIyUYUMBIIUM JIOCTYIl K OIpeaeiaeHHoM uHpopMauuu, TpeOOBaHHE HE IepeaBaTh TaKylo
nH(pOpMaLIHIO TPETHUM JIUIaM 0e3 corjacusi ee o0aanaTens.

HecaHKuMOHUPOBAaHHBIH J0CTYN  (HECAaHKIIMOHUPOBAaHHBIE JEWCTBHUA) —JOCTYNl K
nHpopMalUy WU JOeHcTBUS ¢ MH(pOpMaluel, Hapyllalolue MpaBuia pa3rpaHUuEHUsl TOCTyINa C
HCII0JIb30BAHNEM IITATHBIX CPEJCTB, IPEAOCTABIAEMbIX HHPOPMALIMOHHBIMH CHUCTEMAMH.

Oo6padoTka undopmanuu — aeiicTBus (oneparun) ¢ HHPOpMaIUEH, BKIItoUas cOop, 3amuch,
CHUCTEMAaTH3aIMI0, HAKOIUICHUE, XpaHEeHHWE, yTOYHeHHEe (OOHOBJICHHWE, W3MEHEHHUE), HW3BJICUCHUE,
WCIIOJIb30BaHKE, Tepeaavy (pacupocTpaHeHue, MpeloCcTaBieHre, JOCTyM), OJIOKHpOBaHUe, yajJeHue,
YHUUTOKEHHE NH(OpMaLIUK.

Oneparop — rpakXIaHUH WIH IOPUAWYECKOE JIMIO, OCYIIECTBISIOUIUE NEATEIbHOCTh IO
IKCIUTyaTalud  WHGOPMAIIMOHHOW CHCTEMBI, B TOM 4YHCJI€ TIO0 00paboTke WH(POPMAIIHH,
cojepxareiics B e€ 0a3zax maHHBIX. B ciaydae oOpabOTKM MepCcoOHAIBHBIX JAaHHBIX MO ONEepaTOpOM
MMOHUMAETCs TOCYIApCTBEHHBIN OpraH, MYHUIMNAIbHBIA OpraH, IOpHUAWYECKOEe WIH (DU3UUYECKOE
JUIO, CaMOCTOSITEIbHO WM COBMECTHO C JPYTMMH JIMIIAMHA OpraHu3yione u  (Win)
OCYIIIECTBJISIIONINE 00pabOTKY MEPCOHAIBHBIX JAAHHBIX, & TAKXKE OIMPEICISIONINE Ieau 00paboTKu
MEPCOHANBHBIX JIAaHHBIX, COCTAaB NEPCOHAJIBHBIX JAHHBIX, IOJUIeXKAUX O00paboTKe, IeHCTBUS
(omeparuu), coBepIIaeMble ¢ IePCOHAIbHBIMU JAHHBIMU.

Texnuyeckue cpeacTrBa HHPOPMALMOHHOW CHCTEMbI — CpPEACTBA BBIYMCIUTEIBHOU
TEXHHUKH, WUH()OPMALIMOHHO-BBIYHCIUTENIbHBIE KOMIUIEKCHl M CETH, CPEJICTBA M CHUCTEMbI Iepeayd,
npuema u 00paboTku uHGOpManuu (CpeAcTBa M CUCTEMBI 3BYKO3AlMCH, 3BYKOYCHJICHUS,
3BYKOBOCITPOM3BE/ICHUS, TEPETOBOPHBIC TEIEBU3MOHHBIE YCTPOWCTBA, CpPEICTBA HM3TOTOBIEHUS,
TUPAXXUPOBAHUSI JOKYMEHTOB M JIpyrHe TEXHUYECKHe cpefcTBa 0OpabOTKU peueBoil, rpaduueckoi,
BUJICO- U OYKBEHHO-IIM(POBON HHPOpPMAINK), TPOTPAMMHBIE CpelCTBa (OMEpalOHHbBIE CHUCTEMBI,
CUCTEMBbI yIpaBJieHUus 0a3aMu JaHHBIX U T.I1.), CPEICTBA 3alUThl HH(POPMAIIUN).

IlepconasibHble JaHHBIe — JI00ass MHPOpPMAIUs, OTHOCSIIAACA K MPSIMO WJIM KOCBEHHO
OTIpeIeIEHHOMY HJIU oTpeeisieMoMy GU3NYECKOMY JIUITY (CYOBEKTY MePCOHANBHBIX JaHHBIX).

IMosb30BaTenb MHPOPMAIMOHHOM CHCTEMBbI — JIMIIO, yYacTBYIOIEe B (PYHKIIMOHUPOBAHUU
MH(OPMALIMOHHON CUCTEMBI WM UCTIONB3YIOIIEe PE3yabTaThl €€ ()YHKIIHOHUPOBAHHUS.

CpencrBa BbIYHCJIANTENbHON TEXHHKHM — COBOKYIIHOCTh MPOTPAMMHBIX U TEXHHUYECKUX
AIIEMEHTOB CHUCTEM O0OpabOTKM NaHHBIX, CIMOCOOHBIX (YHKIIMOHHPOBATH CAMOCTOSITENBHO WIH B
COCTaBe JIPYTUX CHCTEM.

Yrpo3sl 6e3onacHocTH MHPOPMALMM — COBOKYMHOCTh YCIOBHM M (DaKTOPOB, CO3JIAIOIINX
OTIACHOCTh HECAHKIIMOHUPOBAHHOTO, B TOM YHCIE CIy4alHOTO, JOCTyna K uH(OpMaImH,
pE3yIbTaTOM KOTOPOTO MOXKET CTaTh YHHUTOXKEHHE, H3MEHEHHe, ONOKMpOBaHHE, KOMHUpPOBAHUE,



pacmipocTpaHeHne HHPOPMAIINH, a TAKKE HHBIX HECAaHKIIMOHUPOBAHHBIX JICHCTBUH NpU ee 00padoTKe
B MH(OPMALIMOHHOH CUCTEME.

YHuuuroxkenue uHGOpMANUM — JCHCTBHUs, B pe3ylbTare KOTOPBIX CTAHOBUTCSA
HEBO3MOKHBIM BOCCTaHOBUTH COJEpKaHHe HH(opManuu B WHPOPMALMOHHOW cUcTeMe H (Win) B
pe3ybTaTe KOTOPhIX YHHUTOXKAIOTCS MaTEpUATbHBIC HOCUTEN HH(POPMAITIH.

YpoBeHb 3alIMINEHHOCTH NEPCOHAJBHBIX JAHHBIX — KOMIUIEKCHBI IIOKa3aTellb,
XapaKTepU3yIOIUH  TpeOOBaHWS, HUCIOJHEHHE  KOTOPHIX  OOECHeYMBAeT  HEUTPATU3AIHIO
OTIpE/IeIEHHBIX YTPO3 0€301MacCHOCTH MEPCOHANBHBIX TAaHHBIX MTPH UX 00paboTKe B MH(OPMAIIHOHHBIX
CUCTEMAaX MEePCOHAIbHBIX JAHHBIX.

HesocTHOCT, MH(OPMANUH — CIIOCOOHOCTH CPEICTBA BBIYUCIUTEIBHOW TEXHUKH WU
MH(OPMALIMOHHON CHUCTEMBI 00ecIiedrBaTh HEM3MEHHOCTh MH(OPMALIMK B YCIOBUSAX CIy4ailHOro H
(unn) npeHaMEPEHHOTO UCKAKEHUs (pa3pyLICHHUs]).

3.ITopsinok opraHu3anuy NPoBeIeHUsI PadoT Mo odecneyeHN 0 Ge30nacHOCTH HHPOpMau

3.1. Ilox opranuzanueit odbecrieueHrs 0€30MaCHOCTH 3alUIaeMoil HHGOopMaIuK Mpu ee 00padoTKe B
NC nonumaercsi GpopMupoBaHHE M peaTn3anus COBOKYITHOCTH COTJIACOBAHHBIX MO IIEITH, 3aJadam,
MECTY W BPEMEHH OpPraHM3allMOHHBIX M TEXHHMYECKHMX MEpOTPHUSITHH, HANpaBICHHBIX Ha
MHUHUMH3AIHAIO  yIiepbda oOT BO3MOXXHOW pealu3alud  yYrpo3 O€30MacHOCTH  3allUIaeMoun
nH(popMalnH, peaTu3yeMbIX B paMKax co3/1aBaeMoi cucTeMsl 3auThl nHpopManuu (naiee - C31).

3.2. C3U BkitoydaeT B ce0s1 OpraHU3aIMOHHBIC U (MJIM) TEXHUYECKUE MEPHI, OTPECIICHHBIC C YIETOM
aKTyallbHBIX ~ yrpo3  0€30MacHOCTH  3au[uilaeMoil uWH(opMmanuu, YpOBHS  3alUIIEHHOCTH
MepCOHANBHBIX NaHHBIX (manee - [1/[H), KoTOphIi HEOOX0IUMO OOECTIeYnTh, Kacca 3allUuIeHHOCTH
rocyfaapcTBeHHON nHpopMannoHHo# cuctemsbl (manee - [MIC) m mHpOpMaIMOHHBIX TEXHOJOTHH,
ucnoJsbzyembix B C.

3.3. Be3omnacHocTs 3amumaemoi nHbopmaruu npu ee odbpadotke B C obecrneunBaeT BeIOMCTBO
WM JIUIO, OCYILECTBIsIoIee 00paboTKy 3aluinaeMoil HHPOpMAaIIUK [0 MOPYUYECHUIO BEJIOMCTBA Ha
OCHOBAaHUU 3aKJII0YaeMOro C 3TUM JIMIIOM JO0roBopa (Janee - ymojlHoMO4YeHHoe nuio). [lorosop
MEXAY BEIOMCTBOM M YIOJIHOMOYEHHBIM JIMLIOM [OJDKEH HpeaycMaTpuBaTh OOS3aHHOCTD
YIOJHOMOYEHHOT'O JIMIa 00eCceunTh 0€30IacHOCTh 3aluiiaeMoil nHbopMaum npu ee 06padboTke B
nc.

3.4. 3amura undopmanuu, cogepxamieiics B UC, obecrieunBaeTcs MyTeM BBITIOJHEHUS! BEIOMCTBOM
TpeOOBaHUN K OpraHM3aluu 3aiuThl nHopmanuu, coaepxameiics B IC, u tpeboBaHuil k Mepam
3amuThl nH(popManuu, conepxarieiics B UC.

3.5. BegoMcTBOM Ha3zHavaeTcs JHIO, OTBETCTBEHHOE 3a OpraHu3alio oOpabOTKU IMepCOHATbHBIX
JTAHHBIX MPU UX 00pabOTKE B BEJOMCTBE.

3.6. Insa obecrieyeHus Oe3omacHOCTH 3amuiiaeMoil wuHpopmauuu, coxaepxkameics B HUC,
BEJOMCTBOM HAa3HA4aeTCsl CTPYKTYpHOE TMOJpa3felieHue WM JOKHOCTHOE IHIO (COTPYTHHUKH),
OTBETCTBEHHOE 3a oOecreueHne 0e30MacHOCTH MEePCOHATBHBIX JaHHBIX U 32 3alIUTy WH(OPMAIIHH,
HE coJIepiKalieil CBeIeHHs, COCTABISIONINE TOCYITaPCTBEHHYIO TallHy, B HHPOPMAIIMOHHBIX CUCTEMaxX
BenoMcTBa (nanee - OTBETCTBEHHBIH).

3.7. Ansa npoBeaeHus padoT Mo 3amiure HHPOPMAIHH B XO/1€ CO3/IaHus, SKCIUTyaTallii U BBIBOJA U3
skcruryataruu MIC BemoMcTBa B COOTBETCTBHH C 3aKOHOAATENbCTBOM Poccuiickoit denepanuu mpu
HEOOXOIMMOCTH TPUBIEKAIOTCS OpTraHU3AlWK, WMEIOIINe IJUIEH3UI0 Ha JIeSTEIBHOCTh II0
TEXHUYECKOW 3ammTe KOH(UICHIIMATBbHOW HH(OPMAIIUU B COOTBETCTBUH ¢ DefepaibHBIM 3aKOHOM
oT 4 mast 2011 r. Ne 99-®3 «O nuueH3upoBaHUY OTAEIBHBIX BUIOB JEATEIBHOCTH.



3.8. Ilpu HEOOXOMMOCTH K OCYIIECTBICHUIO MEPOTIPUATUIN 10 OOHAPYKEHHIO, TPEAYIPEKICHUIO U
JMKBUJIALIUU TIOCJEICTBUN KOMIBIOTEPHBIX aTak M PearupoBaHMIO Ha KOMIbIOTEPHbBIE MHLMIEHTHI
MOTYT TIPUBJIEKAThCS CHELUAIU3UPOBAHHBIE OPraHU3AlMM, SBJSAIOLIMECS aKKPEAUTOBAHHBIMU
LEHTPaMH rOCyIapCTBEHHON CUCTEMBI OOHAPY>KEHUS, IPEAYIPEKICHUS U JTUKBUIAIIMH MTOCIEACTBUI
KOMITIBIOTEPHBIX aTaKk Ha MH(opMalroHHbIE pecypcbl Poccuiickoit @exnepanuu (3a UCKIOYEHHEM
citydasi, IpeayCMOTPEHHOTO TIOAMYHKTOM «0» myHKTa 5 Yka3za [Ipesuaenta Poccuiickoit denepamuun
or 1 mas 2022 r. Ne 250 «O JAOMOJHUTENBHBIX Mepax IO 00eCNeYCHHIO WHQPOPMAIMOHHOMN
6ezonacuoctu Poccuiickoii @enepanum),
3.9. Hna oGecrneyenus 3amuthl uHpopmanmu, conepxkamieiics B WC, mpuMeHSIOTCS CpeacTBa
3alUThl HH(QOpPMALIUH, MPOILEIIINE OLIEHKY COOTBETCTBUS B (popMe 00s13aTeNIbHOM cepTHU(PHUKAIUU HA
COOTBETCTBUE TpeOOBaHUSAM 10 0e30MacHOCTH HWH(GOpPMallMd B COOTBETCTBUU CO CTaTbel 35
®enepanbHoro 3akoHa ot 27 nekadpst 2002 r. Ne 184-P3 «O TeXHUUECKOM PETYIUPOBAHUI.
3.10. 3amura uadopmanmu, conepxaieiics B IC, saBiseTcst COCTaBHOM 4acThio pabOT MO CO3AaHHIO
n okcmnyataun MC u oOecneunBaercs Ha BceX CTaausX (dTamax) €€ CO3JaHusd, B XOJe
AKCIUTYaTallMy U BBIBOJA M3 JKCILTyaTallMy MyTeM IMPUHSTHUSI OPraHU3allMOHHBIX U TEXHUYECKUX MEP
3auThl MHGOpPMAIMKU, HAIMPaBJICHHBIX Ha OJIOKMpOBaHME (HEUTpalM3alnio) yrpo3 0e30MacHOCTH
unpopmanuu B UC, B pamkxax C3U.
3.11. Opranu3anroHHbIE U TEXHUYECKHE MEPhI 3alIUThl HH(pOopMaluu, peanusyembie B pamkax C3U,
JIOJIKHBI OBITh HAaIpaBJIeHbl HA UCKIIIOUEHUE:

- HEMPaBOMEPHBIX JOCTYIa, KOMUPOBAaHUS, MPEIOCTABICHUS WM PacCHpOCTPAHEHUs
nHpopMmaruu (obecrieueHrne KOHPHUICHIIMATBHOCTH HH(OpMAITUN);

— HETIPAaBOMEPHBIX YHUUYTOXKCHHS WK MOIuduimpoBanus uHdopmaiuu (oOecrieueHne
LETIOCTHOCTU UH(pOpMaInn);

— HeTpaBOMepHOTO  OjokupoBaHusi wHGopMmammu  (oOecreyeHne  JOCTYMHOCTH
nHpopManun).
3.12. Jlna oGecnevenus 3amuthl mHopmarmu, coaepxkareiics B MC, mpoBomaTcs cClieayronime
MEpOTIPUATHS:

- (dhopmupoBanue TpeOOBaHUH K 3ammuTe HHPOpManuu, coaepxarieics B UC;

- paszpabotka C3U;

— BHeapeHue C3U;

— artecranus VC no tpeboBanusam 3amutsl nHMopmMaiuu (manee — arrecranus UC):

— obecrnieueHue 3auThl HHGOPMAIIUU B XOJ€ IKCIUTyaTaluu arrectoBanHon UC;

— obecrieueHre 3amMUThl UHGOPMAIMU TPHU BBIBOJE M3 SKCILTyaTallUd aTTECTOBAHHOMN
NC wim nmocne npuHITHS pelieHrs 00 OKOHYaHUU 00pabO0TKU MH(GOPMAITUH.
3.13. B uensix ocymiecTBIeHUs MOHUTOPUHTA, MIPEYCMOTPEHHOTO MOAIMYHKTOM «B)» MyHKTa 5 YKa3za
[Ipesunenta Poccuiickoit ®@enepaunu ot 1 mas 2022 r. Ne 250 «O 1ONOJHUTENBHBIX MEpPAX IO
obecnieueHno MHbopMamoHHoi Oe3omacHocTH Poccuiickoit denepanuny, TOHKHOCTHBIM JIHIIAM
OpraHoB (¢enepaabHON cIyXO0bl 0€30IacHOCTH pa3pelaeTcss OecpemnsITCTBEHHBbIH TOCTyH (B TOM
YHuclie yOAJCHHBIN) K TMPUHAANSKANIUM BEAOMCTBE JHOO HCIOJNB3yeMBIM  BEIOMCTBOM
MHGOPMALMOHHBIM pPecypcaM, JIOCTYIl K KOTOPBIM OOEeCIeYMBaeTcs MOCPEACTBOM HCIIOJIb30BAHMS
MH(OPMAMOHHO-TEIEKOMMYHHUKAIIMOHHOM ceTu «IHTepHeT».
3.14. OrtBercTBeHHBIH 3a o0ecrieueHue HHGPOPMAIIMOHHONH  OE€30MAaCHOCTH  OCYILECTBIISET
OpraHU3aIMI0 U KOHTPOJb UCTIOJHEHHUS:

— yKa3aHu#, TaHHBIX opraHamu (efepanbHON CIyKObl 0€30MacHOCTH MO pe3yabTaTaM
MOHUTOPHHIA;



- OpPraHu3alMOHHBIX H TEXHUYECKUX MEp, PEIICHHE 0 HEOOXOMMOCTH OCYIIECTBICHHS
KOTOPBIX npuHsATO DenepanbHoil ciayx6oi 6e3omacnoctu Poccuiickoit @eneparun u denepanbHoii
CIy’KOOH 10 TEXHHYECKOMY U 3KCIIOPTHOMY KOHTPOJIIO B Mpeeiax UX KOMIIETCHIIMY U HaIllpaBJICHO
B aJIpeC BEIOMCTBA.

4. ®opmupoBaHne TpeOGOBaHNH K 3amuTe MH(pOpManum, coaep:xkameiicss B HHPOPMAIIHOHHOM
cucreme

4.1. ®opmupoBanue TpeboBaHMi K 3amute mHGOpMammu, conepxkameiics B MC, ocymecTBisieTcs
BEJIOMCTBOM.

4.2. ®opmupoBaHue TpeOoBaHUH K 3anuTe nHpopMaluu, coaepxaieiica B MIC, Bkiatovaer:

- MIPUHATHE PEIICHHUS O HEOOXOAMMOCTH 3alIUThl HHGOpMaIuu, coaepxamierics B UC;

- knaccuukanuio MC no tpeboBaHUSAM 3aliMThl MH(OPMALIUU, OMpPENEICHUE YPOBHS
samuiennocty [1/1n npu ux o6padotke B UC;

— ompeneseHue yrpo3 0€30MacHOCTH HMH(OpMAIMK, pean3alis KOTOPBIX MOYXKET
MPUBECTH K HapyiieHuto 6e3omacHoctu uHbopmanuu B UC, u pa3paboTKy Ha WX OCHOBE MOJIENH
yrpo3 6e301macHoCTH HH(popMaLnu;

- onpenenenue TpedboBanuit k C3U.

4.3. Ilpy npUHATHU peUIeHUS O HEOOXOIMMOCTH 3alMThl MHpopManuu, conepxaieiicas B UC,
OCYILIECTBIISIETCS:

— ananu3 nenei co3ganus C u 3amay, pemaembix stoi UC;

— onpeneneHue nHbopmaruu, nouiexameid oopadorke B UC;

- aHaJIN3 HOPMATUBHBIX MPABOBBIX aKTOB, METOAMYECKUX TOKYMEHTOB U HAIlMOHATIbHBIX
CTaHJIapTOB, KOTOPBIM JI0JKHA cOOTBETCTBOBaTH UC;

— MIPUHATHE pelnieHust 0 HeooxoaumocTH co3nanus C3U. a Takke onpeaeeHnue 1eyIe u
3amau 3amuThl nHGopManuu B MC, ocHOBHBIX 3TanoB co3nanus C3U u pyHKIMM 1Mo 00eCIeYeHHIO
3amuThl nHGopMarmu, coaepxkametrics B MC.

4.4. PesynwraThl knaccudukanuu MC ohopmisitoTes: akToM KitaccuPpUKaum.

4.5. Pe3ynbrathl onpezeneHust ypoBHs 3amtuiieHHoctr [1IH mpu ux o6padotke B UC odopmnstores
aKTOM OITpeIeIICHHs YPOBHS 3alUIIICHHOCTH.

4.6. Yrpossl OezonmacHOCTH MHGOpPMAIMHU ONPEACISIIOTCS MO pe3ylbTaTaM OIICHKH BO3MOXKHOCTEH
(moTeHIMana) BHEIIHUX W BHYTPEHHHX HApYyIIUTEJIEH, aHanu3a BO3MOXKHBIX ysa3Bumoctei UC,
BO3MOXHBIX CIOCOOOB peanu3anuu yrpo3 0e30macHOCTH HH(POpPMAIMM U TOCIEACTBUH OT
HapylleHus CBOMCTB  OezomacHocTH  uHGpopMauuu  (KOHOUACHIMATBHOCTH, LEIOCTHOCTH,
JOCTYITHOCTH).

47. B KauecTBE HCXOJHBIX [aHHBIX JJs OMNpeAeNeHus yrpo3 Oe3omacHOCTH uHOpMALNU
ucrojb3yeTcs OaHK AaHHBIX yrpo3 Oe3omacHoctH MHpopmanuu (bdu.fstec.ru), BegeHue KOTOpPOTro
ocymiectisiercss DCTIK Poccun.

4.8. Ilpm omnpenenenuun yrpo3 Oe3omacHOCTH HWHGOPMAIMM  YYUTBHIBAIOTCS  CTPYKTYpPHO-
¢dbyHkroHanpHble xapakrepuctukun MC, Bkmouatomme crpyktypy u coctaB WC, dusmueckue,
norudeckue, GyHKIMOHATbHBIE U TEXHOJOTHYECKHE B3aUMOCBSI3H Mex Ty cermeHTamu VC, ¢ HHBIMU
NC u unpopMaIoHHO- TEIEKOMMYHHKAIIMOHHBIMHU CETSIMH, PEKHUMbI 00paOOTKH MH(OpPMAINH B
NC wu B ee OTHENbHBIX CETMEHTaX, a Takke uHble Xapakrepuctukun WC, npumeHsembie
nH(OPMAIIMOHHBIE TEXHOJIOTUH U OCOOCHHOCTH €€ ()yHKIIMOHUPOBAHUS.

4.9. Tlo pe3ynbrataM OMpeIeNeHUs YTrpo3 Oe30macHOCTH HWHGOPMAIMU TpPH HEOOXOJAUMOCTH
pa3pabaThIBaroOTCs PEKOMEHIalluU o KOPPEKTUPOBKE CTPYKTYPHO-(PYHKIIMOHATHHBIX



xapaktepuctuk MC, HampaBieHHble Ha OJOKMpOBaHHE (HEHTpANIM3alMIO) OTACIBHBIX Yrpo3
0€30MacHOCTH HH(POPMAIIHH.

4.10. Mopnenp yrpo3 Oe3omacHOCTH WH(MOpMAIMK JOJDKHA coaepxkarh ommcanne MC wu ee
CTPYKTYpHO-(DYHKIIMOHAJIBHBIX ~ XapakTePUCTUK, a TaKKe ONUCaHWEe yrpo3 0e30macHOCTH
nHbOpMAIMY, BKIIOYAIOIIEE ONMUCAHWE BO3MOXKHOCTEH HapymuTenaed (MOJenb HapYIINUTENs),
BO3MOXKHBIX ys3BuMocTeir MC, cmoco0oB peanmsanuu yrpo3 0Oe3omacHOCTH HHGOpMAIMUA U
MOCIIEICTBUI OT HAPYIICHHUS CBOMCTB 0€30MacHOCTH HH(OPMAIHH.

4.11. TpeboBanus k C3U ompenenstorcs B 3aBUCUMOCTH OT Kiacca 3amuiieHHocTH MC, ypoBHs
samqumeHHocTd [1JJn nmpu ux o6padotke B UC u yrpo3 6e3onacHocT nH(GOpMAIiy, BKIIOYCHHBIX B
MOJENb yIpo3 0e30MacHOCTH UH(POPMAIIHH.

4.12. Tlpu ompenenenun TpeboBanuii k C3U yuuTHIBAIOTCS MOJOKEHUS MOJIUTHKHA BEIOMCTBA B
OTHOIIEHUH 00pabOTKN NEPCOHAIbHBIX JAHHBIX.

5.Pa3paborka cucreMbl 3a1UTHI HHGOpMaLHT
5.1. Pa3pabotka C3U opranusyercs BEIOMCTBOM.
5.2. Pa3pabotka C3U ocymiecTBaseTcss B COOTBETCTBUH C TEXHUYECKUM 3aaHueM Ha co3nanue C3U
Y B TOM YHCJI€ BKJIIOYAET:
- npoektupoBanue C3U;
- pa3paboTKy KCIUTyaTallMOHHOM JokymeHTanuu Ha C3U;
- MakeTupoBaHue u TectupoBanre C3U (mpu HEOOXOAUMOCTH).
5.3. C3U He noJKHA MPEensSTCTBOBATh JOCTHKEHUIO 1ienei co3nanus C u ee
(HYHKIIMOHUPOBAHUIO

5.4. Tlpu paspaborke C3U ymuthiBaeTcs ee mHbOpMaIMoHHOE B3ammojercTBue ¢ uHbiMH UC u
MH(OPMALMOHHO-TEIIEKOMMYHUKAIIHOHHBIMH CETSIMHU.

5.5. Ilpu npoektupoBanuu C3U1 oCylIeCTBISAIOTCS CAEAYIONIAE MEPOTIPUATHUSA:

- OTPENENAOTCS THUMbl CYOBEKTOB JOCTyHa (I0JIb30BaTEIHM, MPOIECChl U HHbIE
CyOBEKTBI JOCTYIA) U OOBEKTOB JIOCTYIIA, SBJISIFOIIMXCS OOBEKTAMHU 3aIIHUTHI (YCTPOUCTBA, OOBEKTHI
(baltnoBoi CUCTEMBI, 3aIlyCKAaeMble M UCHOJHSAEMbIE MOIYIIH, OOBEKTHl CUCTEMBbI yIIpaBiieHus 0azaMu
JTAHHBIX, OOBEKTHI, CO3JaBacMble NPUKIAAHBIM MPOTPAMMHBIM OOECIEUEHUEM, HHbIE OOBEKTHI
J0CTyTa);

— OTIPENENAIOTCA METOJIbl  YIPABICHHUS JOCTYNOM (AMCKPELMOHHBIN, MaHIaTHBIH,
pPOJIEBOIl WMIU HMHBIE METOMbI), THIBI JOCTyNa (YTEHHE, 3alKCh, BBIMOJIHEHWE WM WHBIC THIIbI
JI0CTyIa) U MpaBUiia pa3rpaHUuEHUsi JOCTyIa CyOBEKTOB JOCTyNa K 00beKTaM J0cTymna (Ha OCHOBE
CIIMCKOB, METOK O€30MaCHOCTH, POJIeH U MHBIX MpaBui), noaiexaniue peanuszanuu B UC;

— BBIOMPAIOTCS MEPHI 3aIUTH HHPOPMAIINH, Mo ajexanue peanmsamnuu B C3U;

- ONpENEeNAIOTCA BHUIBI M THIBI CPEACTB 3alIMThl MH(OpMAaIM, oOecreunBaroye
pealn3ainio TEXHUYECKUX Mep 3alluThl HH()OPMAIIUK;

- onpenensercss crpykrypa C3U, Bkitodas coctaB (KOJMYECTBO) U MECTa pa3MeIleHUs
€€ JIEMEHTOB;

- OCYIIECTBIISIETCS BBIOOpP CPENCTB 3allUThl WH(pOpPMAalWU, CEepTUPHUIMPOBAHHBIX HA
COOTBETCTBHE TpeOOBaHMAM N0 ©0€30 MacHOCTH HWHGPOpPMAIMM, C YYETOM HUX CTOUMOCTH,
COBMECTHUMOCTH C WH(GOPMAIMOHHBIMH TEXHOJOTHSIMU W TEXHUYECKUMH CPEICTBaMU, (YHKIUN
0€30IMaCHOCTH THX CPEJICTB U 0COOEHHOCTEH MX peanu3aluy, a Takke Kiacca 3amuiieHnHocta 1C,
ypoBHs 3amuieHHocty IT{n npu ux o6padotke B 1C;



- OTIpENIENAIOTCS TPEOOBaHMS K MapaMeTpaM HACTPOMKH MPOTPaMMHOTO OOecredeHus,
BKJIIOYAass TPOTrpaMMHOE oOOecreueHre CpeACTB 3aluThl  MHPOpPMAaLUHM, 00ecredrnBaroue
peanu3anio Mep 3amuThl MH(QOpMAaIMH, a TakkKe YCTpaHEHHE BO3MOXKHBIX Yys3Bumocted HUC,
MPUBOAAIIUX K BOSHUKHOBEHHIO YTpo3 0€30MacHOCTH HH(pOpMaIuH;

- OTIPENIENAIOTCS MephI 3aIIUTHl HHPOPMALUH TPU HHYOPMAITMOHHOM B3aUMOICHCTBUU
¢ uabiMu VIC 1 nH(OpMAITMOHHO-TEIEKOMMYHUKAIIMOHHBIMH CETSMHU.

5.6. Pesynbrarsl npoexktupoBanus C3U orpaxkarorcs B IpoeKTHOM gokymeHTauuu Ha VC.

5.7. Tlpu OTCYTCTBMU HEOOXOIUMBIX CPEICTB 3aIIUThl MH(POPMALUHU, CEPTU(UIMPOBAHHBIX Ha
COOTBETCTBUE TPEOOBAHUAM 10 O€30MacHOCTH HH(OPMAIUK, OpraHu3yeTcs pazpadoTka (qopaboTka)
CPEACTB 3alUThl WHPOPMALMN M WX CEPTH(PUKALUS B COOTBETCTBUM C 3aKOHOJATEIHCTBOM
Poccuiickoit denepanuy uiM Npou3BOAUTCS KOPPEKTUPOBKA MPOeKTHBIX pemenuit mo UC u (mn) ee
C31 ¢ yuetoM (QYHKUHMOHAIBHBIX BO3MOXXHOCTEH MMEIOIIUXCS CEPTHUPHUIIMPOBAHHBIX CPEICTB
3alIUThl HHQOPMALIUH.

5.8. Pa3paboTtka skcruryataruoHHOM mokymeHTanuu Ha C3U ocymiecTBisieTcss B COOTBETCTBHH C
TEXHUYECKUM 3aJjaHueM Ha coznanue C3U.

5.9. Ilpn makeTupoBanuu u TectupoBannn C31 B TOM 4ucCiie 0CyIECTBISIOTCS:

— MpOBEpPKa pabOTOCIIOCOOHOCTH MW COBMECTUMOCTH BBIOPAHHBIX CPEJICTB 3alUTHI
nHpopManuy ¢ HHOOPMAIIMOHHBIMH TEXHOJIOTUSIMH U TEXHHYECKHUMH CPEJICTBAMU;

- MPOBEPKA BHIITOJIHEHHSI BEIOPAaHHBIMU CPEIICTBAMH 3aIIUTHI HHQOpMAIK TpeOOoBaHUN
k C3U;

- KOPPEKTUPOBKA MPOEKTHBIX PEIICHUH, pa3paboTaHHbIX npu co3nanuu C3U.

5.10. MaketupoBanre C3U1 u ee TecTUpOBaHUE MOXKET MPOBOJUTHCS B TOM YHUCIIE C UCIIOJIb30BaHUEM
cpeacTB u MmeToA0B MoaenupoBanusd MC U TeXHOIOTUI BUPTYyaIU3ALNH.

6. BHepeHue cuCTEeMBbI 3alIIUTHI MH(pOPMAIIUU

6.1. Buenpenue C3U opranusyercsi BEAOMCTBOM.

6.2. Bueapenne C3U ocCymecTBISETCS B COOTBETCTBHUM C TMPOEKTHOM H AKCIUTyaTallMOHHOMW
nokyMeHTanue Ha C3U u B TOM 4mCIie BKIIFOYAET:

- YCTaHOBKY H HACTPOUKY CpeaCTB 3amuThl nHpopMmaiuu B C;

- pa3paboTKy JOKYMEHTOB, OMpEACNSAIONMX IpaBHJia M MPOLEAYpbl, pealu3yembie
BEIOMCTBOM st oOecrieueHus: 3amuthl uHGopmanuu B MC B Xoae ee sKCIulyaTtanuu (naisee —
OpraHU3aIMOHHO-PACTIOPSAIUTENbHBIE JOKYMEHTHI 0 3aIIuTe HHPOPMaIUN);

— BHEJIPEHUE OPTaHU3AI[MOHHBIX MEp 3alUThl HH()OPMAIIUK;

— npenBaputenbhble ucnbiTanus C3U (mpu HeoOX0MMOCTH);

- ombITHYIO SKcITyaTanuio C3U (mpu HE0OXOAUMOCTH);

— ananu3 ysa3sumocteit UC u npuHsaTHE Mep 3aluThl HHPOPMAIUH 110 UX YCTPAHEHHUIO;

- npueMounsle ucnbiTanus C3U (mpu HeoOXoAUMOCTH).
6.3. YcraHoBka H HacTpoiika cpeacTB 3amuTtel uHbopMmaiuu B MC nomkHa NTpPOBOJUTHCA B
COOTBETCTBUU C JKCIUTyaTallMOHHOW nokymeHTauued Ha C3W u nokymeHTalMedl Ha cpeacTBa
3alUThl HH()OPMALIUH.
6.4. Pa3pabatpiBaeMble OpraHU3AIOHHO-PACTIOPAAUTENbHBIE JOKYMEHTHI MO 3allUuTe UH(POpMAIUU
JIOJIKHBI OTIPEJENSITh MPAaBUIIa U MPOLIETYPHI:

— TUTAHUPOBAHUS MepoTpusaTuii o 3amute nndopmanuu B UC;

- ynpasieHus (agmuHuctpuposanus) C3U;



- BBISIBJICHUS! MHIUACHTOB (OJJHOTO COOBITHS WM TPYNIBI COOBITHI), KOTOPbIE MOTYT
npuBecTH K cOOsiM wiau HapymeHuto ¢yHkuuonupoanus MC u (MaM) K BO3HUKHOBEHHUIO Yrpo3
6e3omacHoCcTH HH(pOpManHH (Hanee — MHIUACHTHI), U pearupoBaHUs HA HUX,

- yrpasiieHus KoH(purypamueit arrecropannoit UC u C3U;

- KOHTPOJISl 32 00eCIIeYeHnEM YPOBHS 3alIMIIEHHOCTH WH(POPMALIUH, COAEpIKaIIencs: B
UcG,;

- nHbopMHupoBaHUA U 00yueHHs nepcoHana NC

- 3amTel MHGOpPMAMK TPH BBIBOAE W3 dKcrutyatanmu [IC wimm mocne NpUHATHS
pemeHust 06 OKOHYaHUU 00pabOTKU HH(DOPMAITHH.

6.5. Ilpu BHEApEHUH OPraHU3alMOHHBIX MEP 3aIUTHl HH(POPMALIMU OCYIIECTBIISIFOTCS:

- peanvzanys MpaBWJl pasrpaHUYEHUs JOCTYIa, PerjJaMeHTHPYIOIIMX IpaBa AOCTyHa
CcyOBEKTOB JI0CTyNa K 00beKTaM JI0CTyla, U BBEJCHHE OTpaHUYEHUI Ha JAEeWCTBUS MOJIb30BaTeNEH, a
TaK)Ke Ha M3MEHEHHME YCIOBHMI 3KCILTyaTallMd, cOCTaBa U KOH(QUIYypalUHd TEXHUYECKHX CPEACTB U
MIPOTPaMMHOTO 00€CTICUeHNS,

- MIPOBEpKa MOJHOTHI U AETaIbHOCTU ONMKMCAHUS B OPraHU3allMOHHO- PACOPSAIUTENbHBIX
JOKYMEHTax Mo 3amure HHpopMmanuu IeHCTBUI MoJib3oBatenel u aamunHucTtpatopoB MC mo
peanu3anuy OPraHu3aIMOHHBIX MEP 3aIIUTHl HH()OpPMAITUH;

— 0TpabOTKa JEHCTBHM JOJDKHOCTHBIX JIUIl W TOJApAa3/eieHUuld, OTBETCTBEHHBIX 3a
pean3anuio Mep 3alIuTbl HUHPOPMAIUH.

6.6. IlpenBapurensabie ucnbiTanuss C3U BritowaroT mpoBepky pabdotocnocodHoctu C3U, a Takke
MPUHATUE PEHIEHUS] 0 BO3MOKHOCTH OTNIBITHOM sKciutyaTauuu C3U.

6.7. OnbiTHas skcruryatanuss C3U Bkimodaer mpoBepky (ynkmuonupoBanuss C3U, B Tom uwmcie
peaIM30BaHHBIX ~Mep 3alluThl HH(OpManMM, a TakkKe TOTOBHOCTb MOJb30BaTeNeld U
aIMUHUCTPATOPOB K AKkcruryaTtauuu C3U.

6.8. Amnamu3z ys3Bumocted MC mnpoBOAUTCS B 1EJISIX OIEHKHM BO3MOXKHOCTU IPEOJIOJTICHUS
HapymmrenemM C3U u mpenoTBpamieHusi peaau3anuu yrpo3 0e3omacHOCTH WHbopManuu. AHaW3
yszeumoctedl [1C BiiirouaeT aHaiu3 ysI3BHUMOCTEH CpeICTB 3allUThl MHGOPMAIUU, TEXHHUUYECKUX
cpencte u mporpammHoro obecnieuenuss WC. [lpu anammze ys3umocrerd HMC mpoepsieTcs
OTCYTCTBHE H3BECTHBIX YA3BUMOCTEH CPEACTB 3alllUThl HH(OpPMAIMM, TEXHUYECKUX CPEACTB H
MIPOrPaMMHOTO 00€CIIeYeHH I, B TOM YUCJE C y4eTOM MH(POPMAIH, UMEIOIIeHcsa Y pa3pabOTYNKOB U
MOJIyY€HHON W3 ApPYyruxX OOMIENOCTYMHBIX HCTOYHUKOB, MPAaBUIBHOCTh YCTAHOBKHM U HACTPOUKH
CPEICTB 3alIuThl MH(OPMAILIUU, TEXHUYECKHX CPEJICTB U IMPOrPaMMHOT0 OOECHeueHHus, a TaKxkKe
KOPPEKTHOCTh PabOTHI CPEJCTB 3alIUTHl MH(OPMALMU MPH HX B3aUMOJCHCTBUH C TEXHUYECKUMHU
CpeICTBaMH U MPOrpaMMHBIM oOecrieueHueM. B ciydae BeisiBieHus yssumocteit C, npuBoasimx
K BO3HHUKHOBEHHUIO OMOJHUTEIBHBIX Yrpo3 0e30macHOCTH HHQPOPMAIMH, MPOBOJUTCS YTOYHEHHE
MOJenu yrpo3 6e30macHocTd HHGOPMAIUU U TIPU HEOOXOAMMOCTH MPUHUMAIOTCS TOTIOTHUTENbHBIE
Mephl 3alUThl MHQPOpPMAIMHU, HaIlpaBlIEHHbIE HA YCTPAaHEHHE BBISBICHHBIX YA3BUMOCTEH WM
HCKIIIOYAIOIINE BO3MOKHOCTh HCIOJB30BAHUS HAPYLIUMTENEM BBIABICHHBIX ys3BUMocTed. [lo
pe3ynbTaTaM aHaiM3a YA3BUMOCTEH JOKHO ObITh monaTBepkaeHo, uto B HC OTCYTCTBYIOT
ySI3BUMOCTH, coJiepxaliuecs B 6aHke naHHbIX yrpo3 6e3omacHoct nHGopmarmu DCTIK Poccun, a
TaK)Ke B MHBIX HCTOYHUKAX, MJIM UX UCMOJIb30BaHME (IKCIUTyaTallvsl) HapyIIUTEIeM HEBO3MOKHO.
6.9. Ilpuemounsie ucnbiTanuss C3U1 BriIOYarOT MPOBEPKY BBINOMHEHHS TpeboBanuii k C3U B
COOTBETCTBUU C TEXHUUECKUM 3aJjaHueM Ha co3ganue C3U.

7. ATrecTanus MHGOPMALMOHHOMI CHCTEMBbI



7.1. Atrecratmss MUC mpoBoauTcs Ha 3Tame €€ CO3JaHus WM pa3BUTUSA (MOJEpPHU3ALMH) U
MpeyCMaTPUBACT MIPOBEJCHIE KOMITJIEKCA OPTaHU3AIMOHHBIX H TEXHUYECKUX MEPOTPHUATHIA U paboT
(aTTecTallMOHHBIX HCTBITAHUN), B pPE3yJbTaTe KOTOPHIX MOATBEpkaaercs coorBercrBue HMC
TpeOOBaHUSAM IO 3alIUTe WHPOPMAIMK B YCIOBHUSIX €€ JKcIuTyaranuu. JlomyckaeTcs mpoBeleHUe
arrectanmu MIC Ha »Tame ee SKCIUTyaTalldd B CiIydae, €CIM BEJOMCTBOM MPHUHSTO pelieHue oo
00paboTke 3amnuiaeMoi naGopManuu mocie BBoAa B dkcIuryaranuro VC.

7.2. Jlna mnpoBeACHUS ATTECTAIMOHHBIX WCIBITAHUN BEJOMCTBO TIPHUBJIEKACT OPTaHU3AIUIO,
UMEIOLYI0  JIMLEH3UK HA  OCYIIECTBJIEHUE  JESATEIbHOCTM 10  TEXHMYECKOM  3aluTe
KOHOUACHIIMATPHOW WHPOpManuu (C TpaBOM TMPOBEACHHS pabOT M OKa3zaHWs YCIyr IO
aTTECTAIlMOHHBIM HCHBITAHUSIM W aTTECTAllMd HAa COOTBETCTBHE TpPEOOBAHMUSIM 110 3allUTe
unpopmanun), Beranaylo @CTOK Poccum B coorBercTBUUM ¢ [lonoxkeHHEM O JHMIIEH3UPOBAHUU
NESITETPHOCTH TI0 TEXHUYECKOW 3amuTe KOH(QUISHIMAIbHON WH(OpMAIUK, YTBEPKIECHHBIM
nocranoBieHueM [lpaBurensctBa Poccuiickoit denepanuu ot 3 depans 2012 . Ne 79 (nmanee -
Opra I0 aTTeCTaluu).

7.3. Cpok mpoBeenust padot no arrecranuu MC ycTaHaBIuBaeTcss BEIOMCTBOM IO COTJIACOBAHMIO C
OpraHOM TIO aTTECTAIllUX, HO HE MOXET MPEBBIIIATh YETHIPEX MECSIICB.

7.4. IlpoBeneHue arrecTalMOHHBIX HCTbITaHU MC MOJKHOCTHBIMHM JIMIAMH, OCYIIECTBIISIFOIIUMH
npoektupoBanue u (uin) BHeapenue C3U UC, ne nonmyckaercs.

7.5. Ins mpoBeneHuss pabOT MO aTTECTAlMM BEAOMCTBO TPEJCTABISET B OpraH IO aTTECTaIluu
CIIeNyIONMe JOKYMEHThI WJIM UX KOMUHU (TI0 PEIICHUI0 BEJIOMCTBA JOKYMEHTHI (MX KOIMHUH) MOTYT
OBbITh IPEJICTABJICHBI B OPraH MO aTTECTAIlMH B BUJIE JIEKTPOHHBIX JOKYMEHTOB):

- texandeckuii macrnopt Ha MC mo dopme cormacHo mpmtoxenuto Ne 1 k [lopsaky
OpraHM3aly M NpoBeleHHs] padOT MO aTTecTaluu OOBEKTOB MH(OpPMATH3allMM Ha COOTBETCTBHE
TpeOOBaHUAM O 3amMTe WHGOpPMAlMKU  OrPaHUYEHHOIO  JIOCTyNa. HE  COCTaBJISIOIIEH
rOCyJIapCTBEHHYIO TailHy, yTBep:kaeHHOMY npukazoM OCTIK Poccun ot 29 anpens 2021 r. Ne 77;

- akt wiaccudpukanuun HMC mo dopme cornmacHo mnpuioxenutro Ne 3 k Ilopsaky
OpraHu3aluy ¥ NpoBeleHHs] padoT MO aTTecTalud OOBEKTOB MH(OpPMATHU3ALMM Ha COOTBETCTBHE
TpeOOBaHUAM O 3amuTe HUHPOpPMAMU  OrPaHMYEHHOTO  JOCTyNa, HE  COCTaBJISIOIIEH
roCyJIapCTBEHHYIO TailHy, yTBepkaeHHOMY nprkazoM OCTIK Poccun ot 29 anpens 2021 r. Ne 77;

- aKT ornpezelieHuss ypoBHs 3amuiieHHOCTH II[lH mpu wmx obpabotrke B MC (mpum
obpaboTtke B arTectyemoit MIC [1/1n);

— MOJEeNb yrpo3 6e30MacHOCTH HHPOPMAIIHH;

— TEXHUYECKOE 3a/laHue Ha cosnanue (paszsurtue, moaepuusanuio) C u (unm) yactHoe
TEXHMYECKOE 3aJ]aHKe Ha CO3/1aHue (pa3BUTHE, MOJCPHHU3AIINIO) CUCTEMBI 3auThl nHpopMaiuu UC;

— MPOEKTHAsl JTIOKyMEHTalusl Ha cucreMy 3amuTel uHpopmanuu HC (B ciyuae ee
pa3pabotku B xoae cozganus UC);

— JKCIUTyaTaIllMOHHAsT JOKYMEHTalus Ha cuctemy 3amutbl wuHpopMmamumun HWC u
MIpUMEHsIEMbIE CPEICTBA 3aIIUTH HHPOPMAIIHH;

— OpPraHU3aI[MOHHO-PACTIOPATUTENIbHBIE  JOKYMEHTHl MO  3amuTe  uHpopmanuu
BEJIOMCTBA, perJaMeHTHPYIOIINE 3auTy nHopmaluu B xoae skcrnyaTtaruu MC, B Tom duncie mia
MeponpusaTHii o 3amurte nHpopmanuu Ha C, TOKyMEHTHI 10 TOPSAKY OIIEHKH YTpo3 Oe30MacHOCTH
nH(OpPMALIUU. YIIPABICHUIO (aAMHHHCTPHPOBAHUIO) CUCTEMOMN 3aIUTH UHPOPMAIUHU. YIPABICHUIO
koH(purypanueii UC, pearnpoBanuio Ha MHIIUACHTHI 0€30MIaCHOCTH, HHPOPMHUPOBAHUIO U OOYUICHUIO
MepcoHana, KOHTPOJIIO 32 00eCcTIeueHUEM YPOBHS 3alTUIIIEHHOCTH HH(POPMAIINH (Jlaee — JOKYMEHTHI
10 3aIuTe UHPOPMAITIH);



- JOKYMEHTBI, COJIEpKalllne pe3yiabTaThl aHanu3a ys3BuMocted MC U mpueMoyHBIX
UCHBITaHUN cucTeMbl 3amuThl uHopmaimu VC (B ciyuae mpoBelneHHs aHAIM3a W HCIBITAHUHN B
xojie coznanus MC).

7.6. Atrecranusa MC npoBoANTCS B COOTBETCTBUM C MPOrpaMMON M METOAMKAMM aTTECTALlMOHHBIX
ucnelTanuid. [IporpaMma U METOAMKHU aTTECTALIMOHHBIX HUCIBITAHUN pa3padaTbiBaeTCsi OPraHOM 11O
aTTecraluu B cooTBeTcTBUM C [lopsaxkom opraHuszanuu M HpOBENEHHUS pabOT IO aTTecTaluu
00BEeKTOB MH(OPMATH3ALUK HA COOTBETCTBUE TPEOOBAHUSIM O 3aIIUTE MHPOPMALIUK OTPAaHUICHHOTO
JI0CTYTIa, HE COCTaBJIAOLIEH ITOCYJapCTBEHHYIO TailHy yrBepxaeHHbIM npukazom @CTOK Poccun ot
29 anpens 2021 r. Ne77, u coriacoBbIBaeTCsi ¢ BEIOMCTBOM. B X0/i€ aTTeCTallMOHHBIX UCIBITAHUMA
OpraH Mo aTTeCTallUd MOKET BHOCUTb H3MEHEHMs] B IpPOrpaMMy U METOJMKHU aTTECTAllMOHHBIX
WCHBITAHUN TIO COTJIACOBAHUIO C BEJJOMCTBOM.

7.7. B nporpamMmy 1 METOJUKU UCIIBITAHUHN JTOJDKHBI OBITH BKJIFOUEHBI CIEIYIOIINE METO/IbI IIPOBEPOK
(ucnbITaHMi):

- 9KCIEPTHO-AOKYMEHTAIBHBIM METOJ, MpelycMaTpUBAIOLIUI MPOBEPKY COOTBETCTBUS
C31U HC ycraHoBIEHHBIM TpeOOBaHUAM IO 3alIUTe HMHPOPMAIMM Ha OCHOBE OLIEHKH
AKCIUTYaTaI[MOHHON JOKYMEHTAIlMH, OPTraHU3alMOHHO-PACIIOPSIUTENIBHBIX JOKYMEHTOB MO 3allluTe
nH(popmaluy, a Takke ycinoBui pyHkinuonuposanus UC;

- aHanu3 ys3suMocteilt MUC, B TOM 4mMclie BBI3BAaHHBIX HEMPABWIBHON HACTPOMKOMN
(koH(UTypupOBaHHEM) TPOTPAMMHOTO 00ECIIEYEHUS U CPEJICTB 3aITUTHI HH(POpMAITHIH;

- ucneiTanusg C3U myreM ocyilecTBiI€HHs MONBITOK HECAaHKIMOHHUPOBAHHOIO JOCTYIa
(BoznetictBus) k UIC B 06x0x ee C3U.

7.8. JHomyckaercs arrectauua HWC Ha OCHOBE pe3ylbTaTOB aTTECTAIMOHHBIX HWCIBITAHUI
BBIJIETICHHOTO Habopa cerMeHToB HMC, peanu3yonmmx TMOJMHYI0 TEXHOJOTHIO 00paboTKu
nHpopmanuu. B 3TOM ciyuae pacmpocTpaHeHHE aTTecTaTa COOTBETCTBUS Ha npyrue cermeHtsl MC
OCYHIECTBJISICTCS IMPU YCIOBUM HMX COOTBETCTBUs cerMeHTam MC, mpomenmmm aTTecTalMOHHbIE
ucneiTanua. CerMeHT CUMTAeTCsl COOTBETCTBYIOIUM cerMeHTy MC, B OTHOLIEHHMH KOTOpPOro ObLIN
MPOBEACHBl ATTECTALIMOHHBIE MCHBITAHMS, €CIOU JUIsl YKa3aHHbIX CECMEHTOB YCTAHOBJIEHBI
OJIMHAKOBBIE KJIACChl 3allMIIEHHOCTH, YPOBHM 3aIIUIIEHHOCTH, YPOBHHM Ba)XHOCTH, YIPO3bl
Oe3omacHOCTH WH(OpMAINK, pean30BaHbl OJMHAKOBBIE MpoekTHhIe pemenus mo MC u ee C3U. B
cermentax MC, Ha KOTOpble paclIpoCTpaHse€TCs AaTTeCTaT COOTBETCTBHS, BEIOMCTBOM
obOecrieunBaeTcs COOMIOJEHUE DSKCIUTyaTallMOHHOW nokymeHTarmu Ha C3U H opraHu3alMoOHHO-
pacnopsAaUTENbHBIX JOKYMEHTOB I10 3aIIUTe HHHOPMAIUH.

7.9. Ocobennoctn arrectanuun MC Ha OCHOBE pe3yiabTaTOB aTTECTAIMOHHBIX HCIBITAHUI
BBIJICTICHHOTO Ha0opa €€ CErMEHTOB, a TaKXKe YCIOBHUS U TOPSAOK PaclpOCTpaHEHHUsS arrecraTa
coOoTBeTCTBUSL Ha apyrue cerMeHThl MC MoMKHBI OBITH OMpPENENeHbl OPraHoM IO aTTECTAalluHd B
MporpaMMe U METOJAMKAX aTTECTALlMOHHBIX UCTIBITAHUM, 3aKIFOYEHUH U aTTECTaTe COOTBETCTBUS.
7.10. B xozme aTTecTallMOHHBIX MCIBITAHUI BEJOMCTBO MOXET BHOCUTH M3MeHeHus B MC, B ToM
qucIie B apXUTEKTYPY €€ CUCTEMBI 3alllUThl HHpOpMaluy, B Lensix npuseaenus MC B cooTBeTcTBHE €
TpeOOBaHUSAMHU IO 3aIUTE WH(POPMAIIHH.

7.11. Ilo pe3ynpTaTamM aTTECTAllMOHHBIX MCIIBITAHUNA BEAOMTCBO IOJIy4aeT OT OpraHa Mo aTTecTaluy
CIIEYIOINE JOKYMEHTBI:

- 3aKJIFOUEHUE TI0 Pe3yabTaTaM aTTeCTallMOHHbIX ucnsltanuii UC;

- IIPOTOKOJI IO pe3yibTaTaM aTTECTallMOHHBIX ucnbITanuil MC.

7.12. B cinydae Hanuuus B IOJYYEHHBIX BEJIOMCTBOM OT OpraHa IO aTrTeCTallud 3aKIOYEHUH U
MIPOTOKOJIE CBEJICHUN O HAJMYUHM HEJJOCTATKOB (HECOOTBETCTBHUM cuCTeMbI 3aiuThl HHpopmaru MC



TpeOOBaHUAM TO 3amKTe HH(OPMAIMK) BEAOMCTBO OLEHMBAET BO3MOXHOCTh HMX YCTPaHEHHUS B
nporecce arrecraiuu MC u mpu BO3MOXKHOCTH, oOecrieunBaeT X ycrpaneHue. Ilo pesynbpratam
yCTpaHeHHs BceX 0003HAYCHHBIX B 3aKJIIOYEHUHU U TPOTOKOJIE HEIOCTATKOB BEJOMCTBO 0(OPMIISET U
HampaBJsIeT B aJpec OpraHa 1o aTTecTalliy yBeAOMJIEHHE 00 YCTpAaHEHUH HEJOCTAaTKOB ISl OLICHKH
KayecTBa X yCTPaHEHHUS.

7.13. Ilo pe3ynbraTaM OLIEHKM Kaue€CTBAa YCTPAaHEHUs HEJOCTAaTKOB OpPraH IO aTTeCTalid MOBTOPHO
oopMIIsieT M HamNpaBisIeT B aJpec BEAOMCTBA 3aKIIOUEHHE, B KOTOPOE BKIIIOYAIOTCS CBEICHUS 00
YCTpAaHEHUH BEJIOMCTBA BCEX BBISBIECHHBIX HEJOCTATKOB, a TAK)KE€ JEJACTCSI BBIBOJ O BO3MOXHOCTH
BBIJIAYM aTTECTaTa COOTBETCTBHSA TpPeOOBAaHUSAM MO 3amure uHQopManuu (Jaisee — arrecTar
cootBercTBUs) Ha UC.

7.14. BenoMCTBO B Cilydae HECOIJIacUsl C BBISBICHHBIMU OPraHOM I10 aTTeCTAallMH HEJOCTAaTKaMU U
BBIBOJIAMH, COJIEPKAIIIMKCS B 3aKIFOYEHUN U IIPOTOKOJIaX, HAMpaBiseT B TeUEHUE 5 pabouux JHEH ¢
MOMEHTA IMOJIyUYEHHUs 3aKJIIOUEHUSI U MPOTOKOJIOB MUCbMEHHOE OOpalieHne ¢ 000CHOBAHUEM TaKOTro
Hecoraacust Bo @CTIK Poccun.

K oOparienuto npunaratorcs B 3JIEKTPOHHOM BUJIE KOITHU CIEIYIOIUX JOKYMEHTOB:

- TexHnueckui nacnopt Ha MC;

- akT kiaccuduxanuu MC mo ¢opme cormacHo npuioxkenuto Ne 3 k Ilopsaky
OpraHM3aly ¥ NpoBeJeHHs] padOT MO aTTecTaluu OOBEKTOB MH(OpPMATH3allMM Ha COOTBETCTBHE
TpeOOBaHUAM O 3amUTe WH(QOpPMAIMKM  OTPaHWYEHHOTO  JIOCTyNa, HE  COCTaBISIONICH
rOCyJAapCTBEHHYIO TaillHy, yTBepxkaeHHOMY npukazoM @CTOK Poceun ot 29 anpens 2021 1. Ne 77;

— aKT ompezeseHuss ypoBHs 3amuiieHHOCTH [I[lH mpu wux obpabotrke B HMC (mpum
obpabotke B arrectyemoit UC I1/1H);

- MpOrpamMMbl U METOJIMKHU aTTECTallMOHHBIX ucnbiTanuii UC;

- 3aKJIIOUEHUS U TIPOTOKOJIBL.

7.15. ®CTIK Poccuu mpoBOAMT OIEHKY MPEICTABICHHBIX JOKYMEHTOB Ha MPEAMET COOTBETCTBUS
MIPOBEJICHHBIX OPraHOM IO aTTECTAllMM aTTEeCTAIIMOHHBIX MCIBITAHUI M BBIBOJOB, COJEPXKALIUXCS B
3aKJIIOUEHUH, TPeOOBaHUSAM IO 3auUTe HHpOpManuu U mnoJiokeHusM [lopsiaka opraHuzanuu u
mpoBeJieHUs] pabOT MO aTTecTaluu OOBEKTOB MH(OpPMATH3AIMK HA COOTBETCTBHE TPEOOBAHUSAM O
3amuTe MHGOpPMAIMM OrPAHUYEHHOTO JOCTYNA, HE COCTABIISIIONICH TOCYyJapCTBEHHYIO TaiiHy,
yTBepkieHHOTO npukazoM OCTIK Poccun ot 29 anpens 2021 r. Ne 77 B teuenue 10 kaneHaapHbIX
IHEeW ¢ MoMeHTa mosyueHusi oOpamienus. I[lo cormacoBanuio ¢ BegoMcTtBoM pabdotHukn OCTIK
Poccun (teppuropuansuoro oprana ®CTOK Poccun) Moryt npoBecTH KOHTPOJIbHBIE UCTIHITAHUS HA
NC B cootBercTBHU ¢ TyHKTaMu 15 u 16 [lopsiaka opranuzaiuu U mpoBeaeHUs padoT Mo aTTecTallu
00BEKTOB MH(POPMATHU3ALNH HA COOTBETCTBUE TPEOOBAHUAIM O 3alIUTE HHPOPMAIIUH OTPAHHUYEHHOTO
JIOCTyIIa, HE COCTABJIAIOIIEH IOCYIapCTBEHHYIO TalHy, yrBep:kaeHHoro npukazoM @CTOK Poccun
ot 29 anpens 2021 r. Ne77. Ilo pesynbratam onenku ®CTOK Poccun (TepputopualibHblii Opran
OCTIK Poccun) Hanpasiser:

- B OpraH MO aTTecTalMM YBEJIOMJICHHME O HEOOXOAMMOCTH YCTPAHEHMS BbISBIICHHBIX
HEJOCTAaTKOB B YKa3aHHBIN B YBEAOMJICHMM CpoK. Komus yBenOMIIEHUS HaIlpaBiIsIETCS BEIOMCTBY.
Opran mo arrtecrauu o00s3aH ycTpaHMTh HenocTaTk, BbIABIeHHble OCTOK Poccum mo
pe3yibTaTaM OLIEHKM JOKYMEHTOB, B YKa3aHHBIH B YBEJOMJICHMM CPOK U O(OPMHUTH aTTecTar
COOTBETCTBUS (€CIM YCTAaHOBJIEHO HECOOTBETCTBHE ATTECTAIIMOHHBIX MCHBITAHUM W (MJIM) BBIBOJIOB,
COJIepXKAIUXCS B 3aKIIOYEHUH WM MPOTOKOJIAX, TPEOOBAaHUAM IO 3aluTe HHGOPMALUHM WIH
Ilopsinka opraHmzanuM W TpPOBEICHUsS paboT MO arrecTauud OOBEKTOB HMH(OpMaTH3alMKU Ha



COOTBETCTBUE TPEOOBAHMSM O 3aIIUTE MH(POPMAIMH OTPAaHMYCHHOTO JIOCTYIa, HE COCTABIISIOLICH
rocylapCTBEHHYIO TaliHy, yrBepxkaeHHoro npukazom @CTOK Poccun ot 29 anpens 2021 1. Ne 77).

- pe3yibTaThl MPOBEACHHOM OLIEHKM BEJIOMCTBA JJIsi YCTPaHEHMs] HENOCTAaTKOB,
BBISIBJIEHHBIX OPraHOM IO aTTecTaluu (€ciy MO pe3ynbTaTaM OLEHKU MOATBEP)K/IEH BBIBOJ OpraHa
10 aTTEeCTal[My O HEBO3MOXKHOCTH BbIJaul aTTecTaTa COOTBETCTBUS, arTecTaT cooTBeTcTBUS Ha MC
OpraHOM IO aTTEeCTAllUX HEe 0POPMIISETCS).

7.16. Ilocne nomyyenus arrectata coorBercTBus Ha MIC oT opraHa 1o arrectaliii BEJOMCTBO MOKET
nonyuute oT ®CTOK Poccun (teppuropuansHoro oprana PCTOK Poccun) 3axmouenue,
COJIepKalllee OIMCAHUE BBISBICHHBIX 110 pe3yJibTaTaM 3KCIEPTHO-IOKYMEHTAJIbHON OLIEHKH
MaTepUajoB, MPEJICTaBICHHbIX OPraHOM II0 aTTECTAllUM, HEIOCTATKOB M PEKOMEHJAIUU M0 HX
ycrpaHenuto. B cioyuyae monyuenuss ot @CTOK Poccum (teppurtopuansHoro oprana ®CTOK
Poccun) takoro 3akiarodeHHs] BEIOMCTBO OOECHEUMBAET YCTPAaHEHHE BBISBJICHHBIX HEJIOCTATKOB B
COOTBETCTBUU C BBIJAHHBIMHU PEKOMEHJAIMSIMU B yKa3aHHBIA B 3aKiIt04eHUU cpok. OO ycTpaHeHUH
HegocTaTkoB BepoMcTBO uHpopmupyer DPCTOK Poccum (tepputopuanbueiii opran @CTOK
Poccun). Heyctpanenue nenocratkos, BoisiBleHHbIX @CTOK Poccun (TeppuropuanbHbIM OpraHoM
OCTOK Poccun), B ykazaHHBIM B 3aKIIIOYEHUH CPOK SIBJIIETCS OCHOBAHUEM [yl MPUOCTAHOBJICHUS
NeUcTBUS aTTecTaTa cooTBercTBUs Ha MC.

7.17. AtTecrar cCOOTBETCTBHS BBIJTAETCS HA BeCh CPOK dKcruryarannu MC.

BenomctBo B xozme skcruryatauuu MC oOecneunBaer mnoanep:kky cootBerctBus C3U
aTTeCTaTy COOTBETCTBUS B pAMKaxX pealn3aliyd MEPOINPHUATHH, NPETyCMOTPEHHBIX NYHKTOM 18
TpebGoBanmii o 3anuTe HHOOPMAITUK. HE COCTABIISIONICH TOCYIapCTBEHHYIO TailHY, COAepIKalencs B
rOCyJapCTBEHHBIX MH()OPMAIMOHHBIX CUCTEMAX, YTBEP)KJEHHBIX NMpukKazoM DenepaabHON CIyKObI
10 TEXHUYECKOMY M IKCITOPTHOMY KOHTpOJIt0 OT 11 deBpamns 2013 r. Ne 17.

7.18. JleiicTBue arrectaTa COOTBETCTBUS MOXeT ObiTh mnpuoctaHoBieHo DCTOK Poccum
(TeppuropuanbabiM opranoM @CTIK Poccun) B ciyuasx, mpeaycMoTpeHHBIX myHKTOM 34 [lopsiaka
OpraHu3alui U MpoBeJeHUs paboT MO arrecTauud O00bEKTOB MH(POPMATU3allMM HAa COOTBETCTBUE
TpeOoBaHMAM O  3amMrTe MH(GOpPMAMM  OrPAaHMYEHHOTO  JIOCTyNa, HE  COCTaBJAIOIIEH
roCyJlapCTBEHHYIO TaliHy, yTBep:kaeHHoro npukazom @CTIK Poccuu ot 29 anpensa 2021 r. Ne77.
BenomctBo npekpamaer skcruryatanuio MC co qHs noaydeHus yBEJOMIIEHUS O NPHUOCTAHOBICHUU
JNEUCTBUS aTTecTaTa COOTBETCTBHS.

7.19. [letictBue aTrTecTara COOTBETCTBHS MOXET ObITh B0300HOBICHO ©OCTOK Poccun
(treppuropuansubiM opranoMm ®CTIOK Poccun) B ciydasx, nmpenycMoTpeHHbIX myHKTOM 38 [lopsinka
OpraHu3allii U IMpOBeJeHUs paboT MO arTecTalud O00bEKTOB MHGOpPMATU3allMM HAa COOTBETCTBUE
TpeOoBaHMAM O  3amMTe HMH(GOpPMAIMM  OrPAaHUYEHHOTO  JIOCTyNa, HE  COCTaBJISIOIIEH
roCylapCTBEHHYIO TaliHy, yrBepkaeHHoro npukazoM ®CTOK Poccum ot 29 ampensa 2021 r. Ne77.
BenomcTBO MOxeT B0300HOBUTH HskcmuryaTanuio MC co 1HA NOdMydeHUs yBEIOMIICHHS O
B0O300HOBJIEHUH JICWCTBUS aTTECTaTa COOTBETCTBHS.

7.20. [leiicTBMe arTectata COOTBETCTBUS MoxkeT ObiTh mpekpameHo @OCTIK Poccun
(repputopuansHbiM opranoM @CTOK Poccun) B ciyuasx, npexycMoTpeHHbIX myHkToM 40 [Mopsiaka
OpraHu3allii U TMpOBeJeHUs paboT MO aTTecTalud O00bEKTOB MH(POpPMATHU3allMM HAa COOTBETCTBUE
TpeOOBaHMAM O  3alTe HMHPOPMALMM  OrPAaHUYEHHOTO  JIOCTYNA, HE  COCTaBJAIOIIEH
roCyZlapCTBEHHYIO TaliHy, yrBepkaeHHoro npukazoM ®CTOK Poccum ot 29 ampensa 2021 r. Ne77.
BenomctBo mpekpamaer skcruryatanuio MC co 1HA NMOIyd4eHHs YBEJOMIIEHUS O IPEKpaLICHUH
JeWCTBUSL aTTecTaTa COOTBETCTBMS, €CIIM JIeHiCTBME aTTecTara COOTBETCTBHUS paHee He ObuLIo
IIPHOCTAHOBIIEHO.



7.21. B cmy4ae yrpaThl arTecrata COOTBETCTBHS BEIOMCTBO BIIpaBe OOpaTUTbCA B OpraH IO
aTTeCTallud C 3asBICHHEM O BblJaue ayOnMkara arrecraTa cooTBeTcTBHs. [lyOnmukaT arrecrara
COOTBCTCTBUA BbIAACTCA OPraHoOM IO aTTECTallUM C MMOMETKOM ((ﬂy6J'II/IKaT, OpUTrvHaJl aTrrecrara
COOTBCTCTBUSA TPHU3HACTCA HeI[efICTBYIOLLIHM>).

8.00ecnevenue 3amuUThl HHGOPMAIMH B Xo0Ae OJKCIUIyaTallHd AaTTeCTOBAHHOM
HHG(OPMALHOHHON CHCTEMBI

8.1. OGecrnieuenue 3amuThl HHGOPMALIUU B XOJ€ dKCIUTyaTtanuu arrectoBanHoi C ocymecTBisercs
BEJIOMCTBOM B COOTBETCTBUHU C JKCIUTYaTallMOHHOH nokymeHtanuei Ha C3U u opraHu3annoHHO-
pacropsaIUTEeIbHBIMU JOKYMEHTAMHU 110 3aIIUTe HHPOPMAIMK U B TOM YHCJIE BKJIIOYACT:

- TUTAHUPOBAHUE U KOHTPOJIb MEPOTIPUATHIA 10 3ammTe nHpopmarun B UC;

- TUTAHUPOBAaHUE MEPONPHUSATHI IO TPOBEACHUIO BHYTPEHHUX MPOBEPOK pEXKHUMa
00paboTku u 3antuthl [1JIH B BenoMcTBE;

- aHayu3 yrpo3 6e3onacHoctu nHpopmanuu B UC;

- ynpasneHue (agxmuHuctpuposanue) C3U;

- BEISIBJICHUE MHITUICHTOB U pearnpoBaHue Ha HUX;

- ynpasnenue konpurypamueit UC u ee C3U;

- nHpopmupoBanue u odyuenue nepconana UC;

- KOHTpPOJIb 32 00ecreYeHneM ypOBHS 3alIUIIEHHOCTH MH(OpMalMu, coaepkaiieiics B
nc.

8.2. B xone mianupoBanusi MeponpusaThil 1o 3amure nHpopmanuu B IC ocymiecTBiseTcs:

- OTIpe/ieNieHUE JIML, OTBETCTBEHHBIX 3a IJIAHUPOBAHUE M KOHTPOJIb MEPONPUATUN IO
3amurte naopmanuu B UC;

- OTIpe/ieNieHUe JIMI, OTBETCTBEHHBIX 3a BBISIBJICHHE WHIMUICHTOB W pearupoBaHHE Ha
HUX;

- pa3zpaboTka, YTBEp)KICHHE U akKTyajdu3alus IUlaHa MEpONpUATUN 1O 3alluTe
nadopmanuu B UC;

- onpesesieHue NOopsAKa KOHTPOJIS BHIIOJHEHUSI MEPONPHUATHI 10 3aniuTe nHpopManuu
B UC, mpenycMOTpPEHHBIX YTBEPKACHHBIM TLJIAHOM.

[InanupoBanue mepomnpustuii no 3amute uHbopmanuu B MC M KOHTPOJH BBINOJHEHUS
MEPOTIPHUATHI JOJKHBI OCYLIECTBIISITHCSI B COOTBETCTBUU C MOPSIAKOM TUIAHUPOBAHUSI MEPOIIPHUATHIA
no 3amurte uHpopManuu B UC BenomMcTBa ¥ KOHTPOJIS MX BBIMOJIHEHUS, Pa3pabOTaHHBIM B paMKax
BHeapenus C3U UC.

8.3. B xoJe mIaHUPOBAHHS MEPONPUATUN MO TMPOBEACHUIO BHYTPEHHHX IPOBEPOK pPEXKHUMA
o0paboTku u 3amuTel [1J{H B BeAOMCTBE OCYILIECTBISETCS:

— OTpeieiecHHue JIUIl. OTBETCTBEHHBIX 3a OCYIIECTBICHHWE BHYTPEHHETO KOHTPOIS
cooTBeTcTBUs 00paboTku [1/]H B BemoMcTBe TpeOOBaHUAM, yCTaHOBICHHBIM DeiepalbHbIM 3aKOHOM
«O TepcOHANBHBIX JaHHBIX» U MPUHATHIMA B COOTBETCTBHHM C HUM HOPMATHBHBIMHU IMPABOBBIMHU
aKTaMu;

— YIBEpXKJCHUE TPABUI OCYIIECTBICHUS BHYTPEHHETO KOHTPOJS COOTBETCTBUS
obpabotku IIJIH TpeGoBaHuaM, ycTaHoBIeHHbIM DenepanbHbIM 3aKOHOM «O MEepPCOHATBHBIX
JAHHBIX» U MPUHATHIMHA B COOTBETCTBUU C HUIM HOPMAaTHUBHBIMH MPABOBBIMU aKTAMU;

— YTBEpXKJACHUE Ha IJIAHUPYEMbIH Mepuoj (ToJ) MPUKA30M PYKOBOJIUTENS BEIOMCTBA
JIaHA MPOBEICHUS] BHYTPEHHHX MPOBEPOK pexkrma 00paboTku u 3amuthl [1/{H B BemoMcTBe.

8.4. B xoz1e ananu3a yrpo3 6e3zonacHocty uHpopmaru B C ocymiecTBisercs:



- BBISIBJIEHUE, aHAINU3 U ycTpaHeHue ysa3sumocreil C;

- aHaM3 U3MEHeHus yrpo3 6ezonacHoctu uHpopmarmu B UC;

- OIIEHKa BO3MOJXKHBIX IOCIJIEACTBUI peau3aliy yrpo3 0e30MmacHOCTH WHPOpMAaluu B
ncC.

[leproM4YHOCTh MPOBENEHUS YKAa3aHHBIX MEpONPUATUN Ha IJIaHUpPyeMbll nepuon (ron)
OTIPENIENAETCS €KETOHBIM TUIAHOM MEPOTIPUSTHIA 110 3alIUTe HH()OPMAITHH.

8.5. B xone ynpaBnenus (agmunuctpupoBanus) C3U ocymiecTBistoTcs:

- OIIpeIeIeHHE JIULl, OTBETCTBEHHBIX 3a ynpasieHue (agmuHuctpupoBanue) C31 UC;

- yIpaBJeHUE YUYETHBIMU 3anucsaMu noJib3oBareneid UC u nopsepxanue B akTyaJlbHOM
COCTOSIHUM MPaBUT pasrpaHuuenus gocrymna B UC;

- yIpaBieHUE cpeAcTBaMHU 3auThl nHpopmanuu B UC;

- yrpaBiieHue OOHOBJICHUSIMH MPOTPAMMHBIX M MPOTPaMMHO-aNNapaTHBIX CPENCTB, B
TOM YHCJI€ CPEACTB 3allUThl HH(OPMaLUH, C yueToM ocobeHHocTel (yHkirmonuposanus 1C;

— nentpanuzoBanHoe ynpasienue C3U UC (mpu He0OX0UMOCTH);

- MOHUTOPHUHT U aHAJIM3 3aperucTpUpoBaHHbIX cOObITUN B MC, CBSI3aHHBIX € 3alUTON
nH(popMmaruu (ganee — coObITHSI OE30TTaCHOCTH);

— obecrieuenne ¢ynknuonupoanuss C3UM MC B xome ee 3KCIuTyaTallud, BKIFOYas
BEJIEHUE SKCIUTYaTallHOHHOW TOKyMEHTAIlU! U OPraHU3allHOHHO-PACIOPAIUTENbHBIX JOKYMEHTOB IO
3aImuTe HHPOPMAIIHH.

8.6. B x0/1e BBISIBIICHUS WHIIUICHTOB U PearupoBaHus Ha HUX OCYIIECTBIISTFOTCSI:

- oOHapy)keHHEe U HWICHTHU(PHUKAIUS UHIUACHTOB, B TOM 4HCIE OTKa3oB B
0o0cy>)kMBaHUH, COOEB (Tepe3arpy3o0kK) B paboTe TEXHUYECKUX CPEJICTB, MPOTPAMMHOTO 00eCTIEYCH Us
U CPEeACTB 3alIUThl MH(GOPMAalLMK, HApYIICHUN MPaBUT pa3rpaHUYCHUs JOCTyIa, HEMPaBOMEPHBIX
JeicTBUi 1o cOopy MHGOPMAITUH, BHEPESHUH BPEIOHOCHBIX KOMITBIOTEPHBIX ITPOrpaMM (BUPYCOB) U
UHBIX COOBITUN, TPUBOASIINX K BOSHUKHOBEHHIO UHIIUJICHTOB;

- cBOeBpeMeHHoe HH(popmupoBanue noJib3oBarensiMu MC u agmunucrparopamu HC
JIUL, OTBETCTBEHHBIX 3a BBIABJICHHWE HHIMJIECHTOB M pEarupoBaHWE Ha HHUX, O BO3HUKHOBEHUH
nHIuaeHToB B C;

- aHaJIU3 HWHOUACHTOB, B TOM YHCJE OINpeAesieHue HCTOUYHUKOB U MPUYUH
BO3HMKHOBEHHUS MHIUACHTOB, a TAK)KE OLIEHKA UX MOCJIE/ICTBUH;

— IUIAHUPOBAHUE W TMPUHSATHE MEp IO YCTPAHEHHUIO WHIMJCHTOB, B TOM 4YHCIIE IO
BocctaHoBleHHI0O MIC W ee cerMeHTOB B ciydae OTKa3a B OOCTYKMBaHUU MWIH Tocle cOoeB,
YCTPaHEHHIO MOCIIECTBUI HAPYILIEHUS MPABUI Pa3rpaHUdeHHs] JOCTYIA, HEMPABOMEPHBIX ACHCTBUIA
no c6opy uHpoOpManuy, BHEAPEHUS BPEAOHOCHBIX KOMIBIOTEPHBIX MPOTrpaMM (BUPYCOB) U HHBIX
COOBITHIA, TPUBOIAIIUX K BOSHUKHOBEHUIO UHIUICHTOB;

— IUTAHUPOBAHUE U MPHUHATHE Mep MO NPEIOTBPAIIECHUIO MOBTOPHOIO BO3HMKHOBEHUS
WHIUJCHTOB.

8.7. B xone ynpasnenus konpurypanueit UC u ee C3U ocyiiecTBastoTCs:

- OTpe/ieIeHue JIML, KOTOPBIM pa3pelleHbl JeHCTBUS MO BHECEHMIO HM3MEHEHHH B
koHpurypanuto C u ee C3U. ux nomHomouus;

- onpenenenue koMmnoHeHToB MC u ee C3U, nomnexamumx H3MEHEHUIO B paMKax
yrpaBiieHUs:  KoH(purypamumeil  (uaeHTHQUKanus OOBEKTOB  YNpaBieHUS  KOHQUryparuen):
IPOrpaMMHO-aINapaTHbIE, MPOrpaMMHBIE CPEJCTBA, BKJIIOYAs CPEACTBA 3AIIUTHl MHPOPMALUH, HX
HACTPOMKH W MPOTPaMMHBINA KOJ. AKCIUTyaTallMOHHAs JOKYMEHTAIMsl, UHTepdeicsl, Gaiabsl u UHbIe
KOMIIOHEHTBI, MO/IIeKaIe U3MEHEHUIO U KOHTPOJIIO;



- ynpasieHue usMeHeHusimu HMC n ee C3U: paszpaboTka napameTpoB HacTPOMKH,
o0ecreynBarOIUX 3aIIUTy WHGOpPMAIMK, aHAJIU3 MOTCHIHAIBFHOTO BO3JCHCTBUS IUIAHUPYEMBIX
M3MEHEHHMH Ha 3almTy MH(QOpMAalWu, CaHKIHOHHpoBaHue BHeceHUs n3MmeHeHuid B IC u ee C3U,
JOKYMEHTUPOBAaHHE JEHCTBHM 10 BHeceHMI0o u3MeHeHudi B MC U coxpaHeHHE JaHHBIX 00
n3MeHeHusIX KoHpurypauuu UC;

- KOHTpOJIb JIeicTBUM 10 BHeceHuto n3Menenuii B IC u ee C3U

8.8. B xone nnpopmupoBanus u o0ydenus nepconana MC ocyiectisercs:

- nHpopmupoBanne nepcoHana MC o MOSBICHUH aKTyaJdbHBIX Yrpo3 0e30macHOCTH
nHpopManuy, o mpaBuiIax oe3omacHoi skcrryatamuu UC;

- nosenenue a0 nepcoHara MC TpeOoBaHuil 1o 3amure HHQOpPMAIMM, a TaKkKe
TIOJIOKEHHUI OPraHU3aIlMOHHO-PACTIOPSIANTENFHBIX JOKYMEHTOB M0 3aIlIuTe WHPOPMAIMH C YIETOM
BHECEHHBIX B HUX U3MCHCHUN;

— obyuenune mnepconana MC mnpaBuiaM HKCIUTyaTallid OTIEIBHBIX CPEJICTB 3aIlUThHI
nHpopmanuy;

- MPOBEJACHUE TMPAKTUYECKUX 3aHATUH M TPEHHPOBOK ¢ nepcoHanoM HMC 1o
OJIOKMPOBAHMIO YyIpo3 O6e30MmacHOCTH HH(POPMAITUU U PEarnpoBaHUIO HA MHIIHICHTHI,

— KOHTPOJIb ocBenoMieHHocTH nepcoHana MC 06 yrpo3ax 6e3omacHOCTH WHPOPMAIUH
1 ypoBHs 3HaHUi nepconana MC no Bonpocam obecriedeHust 3auThl HHPOPMAaIIHH.

[leproMIHOCTh TIPOBENEHUS YKa3aHHBIX MEpONPHUATHIA Ha TUTAHUPYEMBIA Tiepuon (Tox)
OTIpENIENSIETCS €KETOHBIM TUTAHOM MEPOTIPUSATHH 1O 3anIuTe HHPOpMAITUH.

8.9. B xome KOHTpoOJIA 3a 00ecCreYeHHEM YpPOBHS 3alMIEHHOCTH WHOOPMAIMH, COJAEpKaIIehcs B
UC, ocyiiecTBasIOTCS:

— KOHTpOJIb  (aHANW3) 3allMIICHHOCTH WH(POPMAIlMU C YYETOM OCOOCHHOCTEH
¢dbyakuuonuposanus UC;

- aHanu3 u oneHka ¢pynkruonupoBanus MC u ee C3U, BkiItouas aHaau3 U yCTpaHCHHUE
YSI3BUMOCTEH U MHBIX HEOCTAaTKOB B (hyHKIIMoHUpoBanuu C3U UC;

- JOKYMEHTUPOBAHUE MPOLEAYp U PEe3yJbTaTOB KOHTPOJIS 3a 0OEcleYeHHEeM YpPOBHS
3aIMINEeHHOCTH HHpopMaIuu, coaepsxkamerics B VIC;

- NPUHATHE pEIIeHUs [0 pe3ylbTaTaM KOHTPOJs 3a oOecleyeHueM YpOBHS
3alUIIeHHOCTH UH(popMmaiuy, cogepxaiieiicsa B UC, o HeoOxoauMocTu 1opaboTKu (MOAEpHU3ALINH)
ee C31.

MepornpusaTiss M0 KOHTPOJIO 32 OOECIeueHHUEM YPOBHS 3alUIIEHHOCTH WHGOpMalUUd Ha
artectoBanHOM M C BKJIIOYAIOTCA B €KETOIHBIN TJIaH MEPOIPHUATHIA MO 3aIUTe HHPOPMAIUH.

KonTtpons 3a obecriedueHneM YpoBHsI 3allMIIEHHOCTH WH(pOpManuu Ha artectoBaHHoi MC
IIPOBOJUTCS BEIOMCTBOM CaMOCTOSITEIbHO WIIH C IPUBJICYCHUEM OPraHU3allui, UMEIOIIEH JIUIICH3HIO
Ha OCYILECTBICHHE JEATEIBHOCTU MO TEXHUYECKOW 3ammure KOHGUICHIMATbHOW HH(OpMaluy,
BblaHHYyI0 PCTOK Poccun B cootBercTBUM C [losokeHHEM O JIMIEH3UPOBAHUHU AEATEIBHOCTU MO
TEXHUYECKON 3amuTe KOH(PHUACHIUATbHON HWH(GOPMALMK, YTBEPKIACHHBIM IOCTAaHOBICHUEM
IIpaBurensctBa Poccuiickoit deneparyu ot 3 despasnst 2012 r. Ne 79.

Ilo pesynbraTaM KOHTPOJs 3a OOeCHeueHHEM YPOBHS 3alMIIEHHOCTH HWH(POpPMALUU Ha
arrectoBaHHOW MC odopmisgercss MpoTOKOI U BHOCUTCS OTMETKa B TexHMUYeckuil macnopt Ha MC.
ITpoTOKOIBI KOHTPOJIS 3aIUTHl MHPOPMAILIMU Ha aTTECTOBAaHHOM 00beKTe HH(pOpMATU3aLluU HE pexe
OJIHOTO pa3a B J[Ba rojia npejactasisitorcs BenroMctBoM Bo @CTIK Poccun (TepputopuanbHblii opran
OCTIK Poccun).

Henpenacrasinenne mnpoTokosoB KOHTposs 3ammthl uHpopmanuu Bo DPCTOK Poccun
(repputopuanbhbiii opran PCTIOK Poccun) siBisieTcss OCHOBaHMEM JUTS IPUOCTAHOBJICHUS IEHCTBUS
arrectara cootBercTBus Ha VIC.



8.10. B cmywyae pasButus (monepuusanmu) MC, B X0Je KOTOPOro H3MEHEHa KOHMUTYypamus
(mapameTpbl HACTPOIKM) MPOTPaMMHBIX, MPOTrPAMMHO-TEXHUYECKUX CPEJICTB M CPEACTB 3alUTHI
nH(OpMAIINHY, UCKIIOUYEHBI IPOrpaMMHbBIE, TPOTPAMMHO-TEXHHUYECKHE CPEACTBA U CPEACTBA 3AIUTHI
nH(pOpMAIINH, TOTIOJTHUTEIBHO BKIIIOYCHBI aHAJOTMYHBIE CPEACTBA WIIM 3aMEHEHBI HAa aHAJIOTHYHBIC
CpEICTBa, MPOBOASTCS JONOJHHUTENbHBIE aTTECTALIMOHHBIE HCHBITAaHUS OPraHOM IO aTTECTalud B
cooTBercTBUU ¢ [lopsiikOM opraHuzanud M MPOBEAEHUS pabdoT MO arTecTaluu OOBEKTOB
nH(pOpMATHA3ALNN Ha COOTBETCTBHE TPEOOBAHUAM O 3aUIUTe MHPOPMALIMU OTPAHUICHHOTO JOCTYIIA,
HE COCTaBJSIIONIECH TOCYHapCTBEHHYIO TaiiHy, yTBepxkAeHHbIM mnpukazom PCTIK Poccuu ot 29
anpenst 2021 r. Ne77. Cpenenust 06 usmeHeHusx arrectoBaHHOM MC M mpoBeAEHHBIX MpPU 3TOM
aTTECTAllMOHHBIX MCIBITAHUSX BKIIIOYAIOTCS BEJOMCTBOM B TeXHHUYeckuil mnacnopt. [leiicTBue
aTTecTtaTa COOTBETCTBHS HE MPEKpallaeTcs.

8.11 B ciyuae pazButust (Mmoaepuusamnuu) C, mpuBoIsIero K moBBIIIEHUIO Kacca 3alluIeHHOCTH
(ypoBHS 3amuieHHocTH, Kareropun 3Haunmocti) MC u (nnm) k n3amenenuto apxutekrypsl C31U UC
B YaCTU M3MEHEHHs BUJIOB M THIOB IPOTPaMMHBIX, IPOTPAMMHO-TEXHUUECKUX CPEJCTB U CPEICTB
3amuThl uH(pOpMaluu, u3MeHeHusi cTpyktypel C3U, coctaBa M MeCT pacmojoKeHHUs OO0BEKTa
nH(pOpMaLUK U €r0 KOMIIOHEHTOB, IPOBOUTCS TOBTOPHAs aTTeCcTalus B COOTBETCTBUU ¢ [lopsiakom
OpraHM3aly M TpoBeIeHHs] padOT MO aTTecTaluud OOBEKTOB HMH(OpMATH3alMU HAa COOTBETCTBHE
TpeOOBaHUSAM O 3amuTe HWH(QOpPMAIMM  OTPaHWYEHHOTO  JIOCTyNa, HE  COCTaBISIONICH
rOCYJapCTBEHHYIO TaillHy, yTBepkaAeHHbIM npukazoM @CTOK Poccun ot 29 anpens 2021 r. Ne 77.

9.00ecnevyeHue 3aMUTHI MHGOPMALMHM NMPH BBIBOJE M3 IKCILUIYaTAIIMU ATTECTOBAHHOM
HH(pOPMALIMOHHON CHCTEMbI WJIHM I0CJe IPUHATHA PpPelleHUuss 00 OKOHYaAHUM 00padOTKH
uHopmanumn

9.1. OGecrneueHnue 3amuThl WHPOpPMAIIMK TPU BBIBOJE W3 JKCIUTyaTanuu arrectroBanHor MC wmm
MOCJIe MPUHATUS perieHUsT 00 OKOHYaHUH 00pabOTKK MH(OPMAIIUK OCYIIECTBIISIETCS BEJOMCTBOM B
COOTBETCTBMU €  OKCIUIyaTallMOHHOM  AokymeHtammed Ha C3M  uw  opraHuM3anMoOHHO-
pacnopsaUTeNbHBIMU JOKYMEHTaMH 10 3al[uTe HHQOPMALMK U B TOM YHCIIE BKIIOYAET:

- apXuBHpOBaHHE HHPOpMaIUHU, coaepxaieiics B C;

- YHUUYTOXKEHUE (CTHpaHHE) JaHHBIX M OCTaTOYHOW WHGOpPMAlMU C MAaIIWHHBIX
HOcHUTeNel HHpOopMaK U (WIKM) YHUYTOKEHHE MAIIMHHBIX HOCUTENIeH HH(POPMAIHH.
9.2. ApxuBupoBanue wuHpopmanuu, coaepxkameics B HMC, T0DKHO OCYIIECTBISITBCS TPH
HE0OX0IMMOCTH JalbHEHIIIETr0 UCIIOIb30BaHMsI HH(OPMALIUY B JESITEILHOCTH BEJOMCTBA.
9.3. VYHuutOoxeHHe (CTHpaHWE) NAaHHBIX M OCTAaTOYHOW HH(POpPMAIMM C MAIIMHHBIX HOCHUTEJEH
nH(pOpPMALUK TPOU3BOAUTCSA MPU HEOOXOJUMOCTU TEpeAaydl MAIIMHHOTO HOCUTENS HH(OpMAaIUH
npyromy mnonb3oBatento VC uianm B CTOPOHHHME OpraHU3alMu s PEMOHTa, TEXHUYECKOTO
o0CTyKMBaHUSI WU JAIbHEWUINEro YHHUYTOXeHUsA. [lpu BBIBOJE M3 OSKCILTyaTallMd MAIIUHHBIX
HOcHUTeNneld HMH(OpMalMK, Ha KOTOPBIX OCYILECTBISUINCH XpaHeHue M 00paboTka uH(popMaluy,
OCYILIECTBISIETCS (PU3NYECKOE YHUUTOKEHHUE ATHX MAIIMHHBIX HOCUTENeH nH(OpMaIUu.



